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Dear Nathalie Prouvez,
Subject: General Assembly Resolution 68/167

We write with regard to your letter dated 26 February 2014 requesting information on a number of

guestions related to the impact of surveillance on the right to development.

Amnesty International is grateful for this opportunity and would like to make the following
submissions regarding the extraterritorial scope of the International Covenant on Civil and Political
Rights (the ICCPR) and specifically of the right to privacy contained therein. We trust that this will be

of use in considering Issue Five identified by your office.
Extraterritoriality

There are a number of situations in which a state’s conduct will interfere with rights across borders,
and can be said to have an extraterritorial element. It is Amnesty International’s interpretation of
the ICCPR that where the conduct complained of either occurs within the territory or jurisdiction of a
state or has the effect of interfering with the enjoyment of the right within that state, even if the
persons affected reside elsewhere, that state is responsible for any violation of the ICCPR. The

Ill

responsibility of the state in such situations should not be considered “extraterritorial” application of
the ICCPR as it arises because the interference occurs within the territorial jurisdiction of the state.!
Thus, a situation which is often erroneously referred to as “extraterritorial” surveillance is where the
surveillance occurs within the territorial jurisdiction of the state but has extraterritorial effects.
Where a state conducts surveillance of communications passing through its territory the

interference (and therefore any potential violation) physically occurs within the territory of the state

and territorial international human rights obligations apply.
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“Extraterritorial” application of the ICCPR therefore refers to interferences or violations of protected
rights that both occur outside the territory of a state and affect enjoyment of the right outside of the

territory of that state.
Article 2 (1) ICCPR

It is our primary submission that Article 2 (1) of the ICCPR should be interpreted to the effect that all
states parties are responsible for violations of the right to privacy, regardless of where the
interference occurs and regardless of the nationality of the victim. Although the United States and a
small minority of other states have argued that Article 2 (1) can be interpreted to the effect that
“and” should be read conjunctively and that therefore a state only has responsibilities to respect and
ensure rights where the individual is both within its territory and subject to its jurisdiction; the
Human Rights Committee and the International Court of Justice have held that “and” was intended
to be disjunctive and therefore the state has responsibilities to respect and ensure rights to all
persons within its territory or subject to its jurisdiction. The Committee has therefore interpreted
article 2 (1) to the effect that the state’s jurisdiction extends to “anyone within the power or

effective control of that State Party, even if not situated within the territory of the State Party.”

To the extent that it is considered a requirement that the state must have “power or effective
control”, we submit that the correct interpretation is that the state must have power or effective
control over the essence of the right in question. With respect to surveillance it is power or effective
control over the individual’s communications that will constitute the state’s power or effective

control over the right to privacy.
The existing international and regional case law on extraterritoriality

The Human Rights Committee has held a longstanding position affirming states’ obligations to apply
ICCPR rights outside their own territories, and clarifying that Article 2(1) of the Covenant is to be
read disjunctively. The view of the Committee in this regard is best summarized in Lépez Burgos v.

Uruguay:

“...it would be unconscionable to so interpret the responsibility under article 2 of the Covenant as to
permit a State party to perpetrate violations of the Covenant on the territory of another State, which
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violations it could not perpetrate on its own territory.

In its General Comment 31, the Committee reaffirmed this position, stating that states must ensure
Covenant rights to “anyone within the power or effective control of that State Party, even if not
situated within the territory of the State Party.”'! In at least thirteen other instances the Committee

has upheld the extraterritorial application of the ICCPR."



Similarly, the International Court of Justice has upheld the duty of states to apply the ICCPR when
exercising their jurisdiction outside their own territories. In its advisory opinion, Legal Consequences
of the Construction of a Wall in the Occupied Territories, the 1CJ followed the jurisprudence and
reasoning of the HRC in confirming the Israeli government’s obligation to fulfil its Covenant
obligations in the Occupied Territories, rejecting Israel’s claim that it did not exercise effective

control in those areas.”

Though it is considering the application of a different legal instrument, the European Court of
Human Rights (ECtHR) has also ruled positively on the question of whether state parties to the
European Convention on Human Rights and Fundamental Freedoms must respect and ensure rights
under that Convention extraterritorially. The ECtHR has held that in certain circumstances states can
be held responsible for extraterritorial violations of the Convention." One of the instances applied by
the ECtHR is where the state has “effective control” over a particular territory or individual, and in
such cases they have held that the European Convention applies."' Thus, where the acts occur wholly
within the territory of another state, this may still engage international human rights obligations of
the first state if it can be shown that the person was within the power or effective control of the
state."" Another exception appears to be where the violation was caused on the territory of the
state but experienced outside its territory.* In our view this also applies where a person’s

communications are within the power or effective control of the state.

Likewise, the Inter-American Commission on Human Rights has ruled on a number of cases which
involved the issue of extraterritorial application of the American Convention on Human Rights. The
IACHR has consistently ruled that a state’s obligations under the relevant Convention apply outside
its national territory. In Saldafio v. Argentina, the IACHR expanded the concept of jurisdiction, stating
that, “this term is not, as submitted by the respondent Government, equivalent or limited to the
national territory of the High Contracting party concerned.”” In the case of Alejandre Jr. and Others v.
Cuba, the Commission ruled that the Cuban military’s act of shooting down a civilian aircraft
constituted effective military control and hence Convention obligations were in effect.” In that
circumstance, Cuba did not have physical custody over the four pilots of those planes, but those
pilots ‘died as a consequence of direct actions taken by agents of the Cuban State’ and therefore

were under Cuba’s power and authority’ X
Effective control

Regarding the requirement that jurisdiction is dependent on effective control,” it is Amnesty
International’s view that the effective control required to engage responsibility is control over the

communications rather than physical control over the individual. Thus the right to liberty depends to



a large extent on custody or power over the individual.” However, in other rights, such as the right
to life, the right to property*”, non-discrimination,™" freedom of movement," and the right to fair
trial there can be no requirement that the individual be in the custody of the violating state (and
thus physically within the effective control of the state).™ Therefore it is evident that an individual’s
right may be interfered with (and potentially violated) even where the state has no effective control
over her physical being but does have effective control over the essence of the right — whether, for
example, power over his life (the ability to arbitrarily kill him); the power to expropriate her

property, or to conduct an unfair trial against him.™

The Human Rights Committee,™ the Inter-American Commission on Human Rights, @ African
Commission on Human Rights," Committee on the Elimination of Racial Discrimination,™" and the
Committee on the Elimination of Discrimination against Women,*™ have all applied their respective
human rights instruments to situations in which a State did not have control over territory or
physical custody over persons, but rather over the situations leading to rights violations.™"' For
example, in regard to German companies, the Human Rights Committee called on Germany to
‘strengthen the remedies provided to protect people who have been victims of activities of such

business enterprises operating abroad’ "

The International Court of Justice has applied human rights treaties to the extraterritorial conduct of
a State even outside of circumstances in which it has control over territory or physical custody over
persons. The IC)’s judgement in Armed Activities in Congo held Uganda responsible for violations of
several treaties including the ICCPR and the African Charter on Human and Peoples’ Rights in the
DRC even outside of the area in which Uganda had effective control. i Similarly, in its Provisional
Measures in Georgia v Russia, the IC) stated that CERD applies, ‘like other provisions of instruments

of that nature, to the actions of a State party when it acts beyond its territory’

Applying this principle to the right to privacy, it is the effective control over an individual’s
communications that allows the state to interfere with and potentially violate the rights to privacy. It
is such power therefore that engages the obligation to respect the right to privacy. We consider that
mass surveillance of communications by a state constitutes a context that is within the control (or at
least the power or authority) of that state. Where the state’s domestic law enables its government
to intercept or surveill individuals’ communications wherever that occurs, such action must fall

within the authority of the state.

This analysis also appears to accord with the position taken by the Human Rights Committee in its
very recent observations regarding the United States.”® In March 2014 the Human Rights Committee

recommended that the United States “take all necessary measures to ensure that its surveillance



activities, both within and outside the United States, conform to its obligations under the Covenant,
including article 17; in particular, measures should be taken to ensure that any interference with the
right to privacy complies with the principles of legality, proportionality and necessity regardless of
the nationality or location of individuals whose communications are under direct surveillance.”” In
making this recommendation the Human Rights Committee affirmed the view that the obligations of

states pursuant to the ICCPR apply to surveillance activity outside their own territory.
Conclusion

It is Amnesty International’s submission that Article 2 (1) of the ICCPR implies extraterritorial
obligations to respect and ensure protected rights and that both the obligations to ensure and
respect are to be exercised extraterritorially subject to the “power or effective control over the
essence of the right,” and therefore, in the context of surveillance of an individual’s
communications, this refers to effective control or power over those communications. This leads to
the conclusion that extraterritorial surveillance engages the surveilling state’s obligations to respect

the rights to privacy guaranteed in the ICCPR.

Yours sincerely,

Solomon Sacco

Senior Legal Adviser

Amnesty International, International Secretariat

Peter Benenson House, 1 Easton Street

London WC1X ODW, UK

T: +44 (0)20 7413 5500 F: +44 (0)20 7956 1157

E: amnestyis@amnesty.org W: www.amnesty.org
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